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Introduction to Information Security

1. What is Information Security?

Information Security is the practice of protecting information against threats like
unauthorized access, disclosure, alteration, or destruction, while maintaining:

o Confidentiality — only authorized people can access it.

e Integrity — data remains accurate and unchanged unless properly authorized.

e Availability — information is accessible to authorized users when needed.
Achieved through:

Policies

Awareness programs

Training & Education

Technology

Main goals:
e Prevention: Stop attackers from exploiting systems.
o Detection: Identify when exploitation is happening.

e Recovery: Continue functioning correctly even if compromised.



CIA Triangle

Confidentiality — prevents unauthorized access.
Integrity — prevents unauthorized changes.
&~ Availability
Availability — ensures resources remain usable to authorized users.

Vulnerabilities

Integrity

A vulnerability = a weakness in systems, processes, or designs that attackers can exploit.

Types of vulnerabilities:

1.

2.

3.

External — Internet-facing weaknesses (e.g., exposed servers).
Internal — Weaknesses inside the organization.

Application & Database — Bugs in apps or databases.
Physical — Risks from physical access or damage.

Network & Wireless — Weaknesses in wired/wireless setups.

Social Engineering — Human mistakes via manipulation.

Attacks

An attack = exploiting a vulnerability to damage or steal data.

Passive attacks: spying/eavesdropping.

Active attacks: password guessing, Denial of Service (DoS).

Types of attackers: Hackers, criminals, insiders, nation-states.



Password Attacks

Password Cracking: Trying to reverse-calculate a password.

Username:

degendlyfe

Password:
hodlyodl|

User enters account details.

Hash
Function
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M~
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N~

Email company
stores details with
password hash

Brute Force Attack: Trying all possible password combinations.
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1 of 1 target successfully completed,

Hydra (http://www.thc.org/thc-hydra) finished at 2017-07-27 15:28:24

Dictionary Attack: Trying common passwords from a “dictionary.”

Trying
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12 valid passwords found

Dictionary Attack

> degendlyfe
f40f3f4

Hacker steals
account details
including password
hash but not actual
password

password
p@ssword
12345
1234567890
Password
123456
1234567
12345678
1g2w3edr
123

1

12



DoS vs DDoS

e DoS (Denial of Service): Overloads a system to make it unavailable.

e DDoS (Distributed DoS): Same attack, but from multiple devices simultaneously.
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Botnets
A Botnet = network of malware-infected devices controlled remotely.

e Used for spam, DDoS, or data theft.

e Controlled via Command & Control (C&C) servers.
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Botnet
Social Engineering is manipulating people to reveal sensitive information

APP Malware
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Attacker Command & Control II
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Social Engineering

e Examples: phishing

PHISHING SPEAR-PHISHING

IS A BROAD, AUTOMATED ATTACK ISA CUSTOMIZED ATTACK ON A SPECIFIC
THAT IS LESS SOPHISTICATED. EMPLOYEE & COMPANY



Spoofing Attacks

Spoofing means tricking systems or users by falsifying identity.

TYPES OF SPOOFING ATTACKS
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Caller ID Website spoofing Email spoofing

!

Text message spoofing DNS spoofing

?
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ARP spoofing GPS spoofing Extension spoofing
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Man-in-the-middle spoofing

Types of Spoofing

IP Spoofing — Fake IPs to gain access.

Data: Payload IP source: IP destination: Original IP packet
192,168,0.25 100,0.0,75 from haceer’s system

|P destination: Spoofed (modified)
100.0,0.75 IP packet

Hacker modifies Firewall allows Spoofed packet
source address to packet in, mistaking slips into intranet
spoof firewall t for legitimate traffic to wreak havoc



e Face Spoofing — Fooling biometric systems with photos/videos.
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e Link Spoofing — Malicious URLs made to look genuine (e.g., kest-edu.kw vs kest.edu.kw).

https://www.kcst-edu.kw

Vs.

https://www.kcst.edu.kw

o Email Spoofing — Fake “trusted” sender to trick victims.

From: ceo@kcst.edu.kw
To: FinancialManger@kcst.edu.kw
Subject: Urgent Request

Please transfer 50,000 KW to this account immediately.

(attacker account)
-CEO



SMS Spoofing — Fake text messages.
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Caller ID Spoofing — Fake numbers to scam.

il Carrier = 2:22 AM =

Number To Call:

888-555-5512 (%)
Your Spoofed Caller ID:
666-666-6666 ()

Voice Change and Recording:

M Man Woman

Record

| OFF | Straight To Voicemail

Place Call

Free 2 Minute Call Mode




e Location Spoofing — Faking GPS/social media location.
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RANSOMWARE

Ransomware — type of malware designed to block access to a computer system or data

until a ransom is paid

Payment for private key

Chooss a convenient payment method and dick sNexts
Bitcoin (most cheap option)
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Scams
Types:

o

— Fraud to steal money/data.

Telemarketing scams
Fake shopping sites
Phishing emails

Fake job offers
Identity theft

Fake donations

Catfishing

Recommendations to Avoid Cyber Attacks

Report

scams immediately.

Check emails for spelling/grammar errors.

Verify URLs (look for HTTPS padlock).

Don't click suspicious links.

Enable two-factor authentication.

Keep systems updated & patched.

Use firewalls & anti-spoofing tools.

Train employees on cyber hygiene.

Make file extensions visible.

Use penetration testing to find vulnerabilities.



